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SCADA (Supervisory Control And Data Acquisition).are industrial control systems,
that allow the monitoring and control of large indutrial systems [1]. Those systems are
more and more subject to cyber attacks due to their interconnexion with corporate
networks and the Internet [2], [3], [4], [5], [6], [7]. But the SCADA networks differ
from the traditional IT networks because of characteristics like their high availability
and real-time requirements [8], [9]. Common IT solutions like Anti viruses, firewalls, or
software patches are not always effective for SCADA systems. We are comparing in
this work the performances of a SCADA-specific Intrusion Detection system built with
apache Spark, using Decision Tree [10] , Random Forest [11] , Naive Bayes [10] and
Multilayer Perceptron [12] approaches. Our comparison criteria are the recall,
specificity, precision, training time and detection time. The dataset used is obtained
from a testbed of the Mississippi State University SCADA Security Laboratory and
Power and Energy Research laboratory which is representing a water storage tank
system [13]. The records of the dataset were captured from the control system of the
water storage [14]. This dataset contains 28 attacks grouped in 7 categories and attack
free records. The general framework of our intrusion detection system (Figure 1) is
using Apache Spark ML API with the PySpark (Python for Spark) language. Hadoop
HDFS is used to store the raw dataset and Apache Hive is used to enable the conversion
of raw dataset into dataframe within Spark. Accuracy, recall (or sensitivity), precision,
specificity, training time and prediction time [15], [16] are the measures we have
selected to evaluate the performances of the algorithms. The experimentation results
(Table 1) show that the Decision Tree classifier has a very good detection rate (recall of
100 %) for all tuples categories except the Denial-of-Service (recall of 0). But the
precision of 47.50% of class 5 gives us a hint that the class 6 tuples are rather
misclassified. Decision Tree has also a fairly good training and detection time (7.84 s
and 0.23 s respectively). The Random Forest also has a good detection rate for all
classes apart DoS (from 95% up to 100%). But it has a 60% detection rate for the DoS
class and longer training and detection time (24.73 s and 0.34 s respectively). Naive
Bayes and Multilayer Perceptron give overall poor classification results, but Naive
Bayes is very fast at training and detecting (2.96 s and 0.14 s respectively) . Multilayer
Perceptron on the other hand, while taking time to train (155.51 s) is very fast in the
prediction phase (0.16 s).
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Figure 1 : SCADA IDS Framework
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Decision Tree Random Forest Naive Bayes Multilayer Perceptron
Class Recall | Prec | Spec | Recall | Prec | Spec | Recall | Prec | Spec | Recall | Prec | Spec
0 100 100 100 100 100 100 0 0 100 99.59 | 92.08 | 77.10
1 100 100 100 98.79 | 99.93 | 99.99 | 84.70 | 98.76 | 99.96 | 96.61 | 91.74 | 99.64
2 100 100 100 99.95 | 94.91 | 99.70 | 99.28 6.64 | 22.09 0 0 99.83
3 100 100 100 95.68 | 98.46 | 99.99 | 96.42 | 80.63 | 98.82 0 0 99.99
4 98.25 100. 100 98.77 | 99.12 | 99.99 | 7853 | 98.90 | 99.99 | 99.04 | 67.97 | 99.23
5 100 47.50 | 99.45 100 100 100 100 100 100 0 0 100
6 0 0 100 60.05 100 100 0 0 99.72 0 0 100
7 100 100 100 100 100 100 100 100 100 100 99.94 | 99.99
Training 7.845s 24.73s 2.96s 155.51s
time
Predictio 0.23s 0.34s 0.14s 0.16 s
n time

*Prec : Precison

*Spec : Specification

Table 1 : Decision Tree, Random Forest, Naive Bayes and Multilayer Perceptron
comparison.
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